CHANGING YOUR PASSWORD

Requirements:

Must change your password while ON campus and connected to the network, can NOT be
done remotely

Must bring ALL state government devices (ie. Tablets, laptops, phone) with you on campus
on password change day

1. Bring ALL your state government devices (e.g. Tablets, laptop, work cell) on campus,
ensure they are powered ON

2. On one of your devices access the password change website employee.gaappeals.usin a
web browser.
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3. Loginwith your normal user name and password that is used to log into your device(s).
After logging in, click the "Change Password" icon
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4. Enter your new password on the "Change Password" page. Note the password
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requirements

Please change your password. Keep your new password secure. After you type your new password,
click the Change Password button. Your new password must meet the following requirements:

= Password is case sensitive

« Must be at least 10 characters long

« Must be no more than 32 characters long.

= Wustinclude at least 1 number.

= Must have at least 1 symbol (non letter or number) character.
« Must not repeat any characler sequentially more than 3 times.
« Musthave at least 1 lowercase letter.

« Must have at least 1 uppercase letter.

» Must have at least 2 unigue characters,

« Must not include any of the following values: secret courtofappeals password123 password
s Must not include part of your name or user name

« (Can be changed no more often then once every 1 day.

« New password may not have been used previously.
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5. Confirm your password change by logging into your other device(s) using the "NEW"
password. If you do not have a 2nd device (e.g. Desktop or tablet) proceed to the next

step.

After confirming the password was successfully changed you will also need to update the
password for your email client on your mobile device and your Next Cloud app on ALL your

devices.

6. Update the password for the email client on your mobile device so it can continue to
upload/download emails to/from the gaappeals.us email server after your password
change. Depending on your email client (ex. Gmail, Apple Mail, Outlook, Nine Mail)
you should be able to update the password within the " Settings' menu of that email
client. (See picsbelow for examples of email client settings on a mobile device)
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On ALL your devices, log into your NextCloud account with your new password.

your devices, recognizes the change in log-in credentials. Therefore, it will push
notificationsto AL L your device(s) to re-authorize/grant access to your NextCloud
account. Follow the prompts from NextCloud, and log into your NextCloud account with
your new log-in credentialson AL L your state government devices (See pic below for
an example of your NextCloud log-in prompt).
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